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Event] ] NSA, SINIO (SIGINT National Intelligence Officer) for
~ Counterterrorism (CT) within the DDO July 2001 - present

T)}be,_of Event: Interview

Date: Névgmber 7, 2003

"*-‘fjspecial Access. IssueS' None
Prepared by Lorry Fenner
‘Team Number 2 ‘

Locatlon NSA, Ft Meade

D Pamcupants non-Commission C Office.

Partlmpants = Commlssmn Col. Lorry Fenner, Gordon Lederman

BA QKGROUNQ (U)
[ ;| Mrl Iservcd in the Air Force from 1972-1980 in England and at NSAW (Ft

Meade, MD)asa Russxan lmgmst In 1980 he was hired by NSA as a Russian linguist in
jon). In the mid-1980s he served in Australia at
He then served a tour in the 24/7 command post

{ at NSAW (Natlonal SIGINT (now Security) Operations Center — NSOC' He was later
! assigned to the G Group Staff in Current

‘Wﬁhﬂ 19951 Iserved as Branch Chief and was resnansible

. | Hns Tesponsibilities mcluded analysis and production, as well as dissemination
i i/ of intelligence, From }995-1996 he was assigned as the NSA representative to CTC.

" From 1996-1999 he managed the. day-to day tasking of overhead (satellite) collection
systems for the Overhead Collection ‘Management Committee (OCMC). From 1999 to
June of 2001 Mrl Jwas the NSA | representative to th

| |Stamng in July 2001, Mr has served as NSA’s SINIO for CT.

NSA REPRESENTATIVE TO THE CT

E As the NSA representative to- the CTC,I Iwas NSA’s liaison and he also saw
all CIA CT traffic,_He was responsible for passine information hoth ways. The goal in
opefations was to verseas they
worked through oreign’ Tiaison. He also helped with analysis. It was a very positive
_experienceto work 0n the Middle East with CIA. As Deputy he was also responsible for
- ORCON (Ongmator Controlled) material and sanitization of reports of US persons
materlal 10°share between agencies. As far as information sharing, he could show the

. NSA analysts how their reporting was used which gave them necessary feedback on how
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to support ClA operatlons even better, He also set up CIA visits to NSA which helped
“x._\“wnh trust-and rapport which was éssential to breakitig barriers. His other roles included ‘
.. ‘mahaging the other integrees and analysts. Mr did not know much about WTC 93

~_ % orthe’ Bojinka plot as he was on the periphery of CT during that time. In his first day at

"'~.~_‘CTC they caught Ramzi- Yousef

| =] Mrl Isald the CTC mission strategy was He was
% . notinvplved-in any.CTC or NSA resource decisions or any specific operations.
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‘emphasized that the CTC was a community orgamzanon using foreign intelligence and
was. outward lookmg (it did not: ‘have a domestic mission). For domestic issues, CTC
would hand them off to others like the FBI, :

INIO)‘CT AND TH.E IICT

1 Mr[ Jpredecessor as SJNIO wa! In between therﬁD

| Jwas the acting-SINJO. As SINIO/CT, defined the CT subject matter
for NSA: He attended all the-forums and. mteragency meetings. He also now acts as
liaison to the Terrorist Threat Integration Center {TTIC) and the Interagency Intelligence

Counterterronsm Commlttee (IICT which was' formerly in the CTC) and the [ICT
secretariat, the ‘Community Counterterronsm Board (CCB). The TTIC head is John

Brennan. Mrthe SINIQ/CT, s the Chair of the Requirements Subcommittee of
the IICT whic ‘eets uarterly. The IICT ha enc sentatives from the IC and ‘
meets monthly. ., M coordinates on all the
HCT Alerts, A vrsones and Assessments “He' also llaxses with the National Intelligence
Council (NIC) and coordinates on the’ Natlonai nce Estimates (NIEs) on
terrorism, as well as on . IMirl. ecalled that in 1992 there were
NIEs on Terrorism including 'and there was

another in 1997.

g To address concerns and challenges Md:sald that the NSC and HSC have

s (Secure Video Teleconferences) Fran Townsend-at the Counterterrorism
Security Group (CSG) of the NSC hosts: the threat meeting daily 4t 9am and the analysts’
discussion at3pm. The NSA/CT Produét Lme peop!e attend the analyst SVTC. Those
included in the:SVTC are the mtelhgence agencxes including those within the Department
of Homeland Secunty, TSA, Ofﬁce of Naval Intelhgence C0ast Guard as well as the
Secret Service, DoJ, FBI and HHS. fiscusses strategy with the Assistant
Secretary weekly. Before 9/11, he atteridéd a weekly VTC with Dick ClarkeI but it was

unilateral — he just listened — on CT Productlon As SINIO he reports to
I in the Signals intelligence Division (SID) in the office currently

called §l7l 9/11 Classified Information

1 | He nsures the customers get responses to their requests (he works with
0-do that). When he firs{ started 4s SINIO it was under S113 under

its on the NSA SINIO ‘Council with the other functional and

regional/state SINIOs. ™
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- | For warnings, there was a “téar. désk™|

N I ~ i | customers for dissemination

.or the FBI : CTC and IICT are
respon51ble for CT All-Source warnings. Before 9711, those responsible for warning
were the Joint lnte]hgence Task Force - Counterterrorlsm (JITF-CT) for the military and
CTC for the rest of the govemment Now it is the TTIC

] Mrl Ialso addressed how e measures his success as SINIO. The way he
assesses his performance includes whether there is more CT reporting from SIGINT that
provides for the unique ‘access and insight galned from these sources/methods. He also
. includes/whether he helps the IC understand better ‘what SIGINT can do for them and
. manages their expectatxons (what NSA cannot do). ‘He also must insure that the
and NIEs prowde accurate portrayals of

i3 SIGINT matenals/reportmg In eXpIalmn what SIGINT can. do and cannot do, he
% % reminds decision makeis that SIGINT] . ]

in the last two years many people have come to understand SIGINT better. Policymakers
. are reading more of the SIGINT reports. More now call for the SIGINT assessments
: (analytic products rather than just reportmg) especially natlonal customers. NSA also
.. has more customers for their reports now. m general. ’

E As to whether the IC is a leammg orgaruzatlon, M;:band that right after
9/11 there was an influx of people into CT wha had to learn the business. NSA knew

o they couldn’t just continue to do “more of the same ” They learned they needed to stop
f the sole focus on the day-to-day to do more strategic analy51s and SIGINT Development
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f Mrl m

/ , observed though, the better NSA gets, the more demanding the customers become. But

% | Butin
% orderto do CT eﬁectively the USG needs multi-disciplinary intelligence.] |
) ] Mrj Pelicves that

. more demanding customers help NSA get better and better too
| |

Asto an overall CT strategy for SIGINT, Mr:mted the February 2001

National Strategy ‘that had four pillars. He also'thought he remembered a DCI strategy,

but couldn’t remember what it was/is called. He believes there is one for TTIC,
Department of Homeland Security, afid law enforcement. He was unsure about its
implementation though. Mrﬂsald he does not work with the ADCI for Collection
or the ADCI for Analysis-and Production, but the DIRNSA does. :hoes not work
w1th the DDCI for -Community Management elther
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p - expcrrence the IICT brmgs together the CT agencies for
1scussions. Hé¢ manages the subcommittee on’ ‘requirements which meets guarterly and
they update the“tiers” of terrorists and: groups froi
indicate the greatest threat (capability and mtention) and indicate what kind of
action the. IC will take for each tier from:constant survejllance to periodic reviews. This
contrrbutes to the new National Intelhgence Pnormes Framework (NIPF) which is

_automatically reviewed every six months undefl L |
“This Tier system is now done at the TTIC since the [ICT* moved from CTC to them.
feels he can effect change on terrorist organizations an ccording to the

: percelved ‘threat [ 9/11 Classified Information
1 | Seven members

i always attend the TICT R Requirements Subcomimittee meetings — State, C]A DIA, NSA,

' NIMA, FBI and Department of Homeland Secuyrity. The military services.and others
occasronally attend and/or attend other subcominittee meetings. The IICT and tier
system are helpful but the challenge is still great :

1 M Jwas clear that the DCT is the boss and ultimate head of the IICT: D
agencres are represented and they all have a secunty cleared representative. He
sometimes helps write SIGINT Amps or “amplifications” which take a general tasking
and offer more specifics to focus the NSA collection effort.
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9/11 Classified Informatlon—l DIA brrefed
someone else brieted CBRN; and a National':Defense University (NDU)

‘ professorl riefed on International Terrorist Orgamzatrons Their monthly
roundtable is mostly analytic durmg which they have heated d 1scussrons on alternative
interpretations; it is a competitive analysis forum. Mrl ¥as not sure if there were
other analytic forums like this.- aid the NICB gets involyed if collection is
required to answer a question. In M iew, the policy/intelligence nexus is not
IICT driven, but is NSC drlven as with raising the color level oi the alerts.

WARNING AND INF ORMATION SHARING (U
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D At the IICT sessions they had agendas that would mclude experts briefing on their
; tORlCS | I
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~“which DIA wrote on force protection for the IICT It was coordinated with the:
. usual members thhlnuhours and disséminatéd: é

L | Mrl ]mdlcatcd there is discussion about roles and missions regardmg CT
between agencies. These:discussions especially focus on DHS/IAIP and TTIC relative to

. threats and warning. Gen' ‘Libutti at DHS has now finally been confi rmed as IAIP, and
the IC is finding out there is not as much overlap with preexisting agencnes as they first
assumed : ;

M1| |sa1d he was surpnsed by the scope and magmtude of the 9/11 attacks
and that they took place in the US. He had actually been following the threats throughout
the summer of 2001 and knew there was an operation in the works and was still
urpri inter Olympics in 2002, the FBI set up]| ]
I i}lvlth federal state, and local law enfor¢ement. They could all see
each others’ mformauon real-time. They set this up early enough that it was “well-oiled”

in time for the event. ‘He felt this should be the model for information sharing, He cited
s another model but sald it is a rougher one.
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